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Introduction Methodology Experiments
] Backdoor attacks: The attacker embeds a backdoor in a 1 Backdoor attacks: O Overall results
DNN model by 1njecting poisoned samples into its trqmmg data, "= A(x,mp)=(1—m)*x +m=p CIFAR-10 | GTSRB ImageNet
the infected model performs normally on clean 1nputs, but O m e {0134, p € [0,1]¢ NC [15] 95 0% 100.0% 96.0%
whenever the embedded backdoor 1s activated by a backdoor T ’ TABOR [20)] 95.5% 100.0% 95.0%
trigger, such as a small pattern in the input, the model will  Reverse-engineer the trigger (Wang et al., 2019): 33D (Ours) 15% 100.0% 26.0%
: B3D-SS (Ours) 97.5% 100.0% 95.5%
output an adversary-desired target class, as shown below. _ p 2 P
o %1251 { (C'f ( (x;,m, p))) T A |m\}  Detailed results on CIFAR-10
.= ., 66 " - . xX;i€X ‘ . ' Reversed Tngger | Detection Results
£ Target class: “Stop Tngger: . l Model Accuracy | ASR Method Lynorm  ASR | Casel Casell  Caselll  Case IV
Y : : e | : . 5
e —_______ d ¢ is the cross-entropy loss; |m| is the L; norm of the od ool | A NA | MR NA e
. Normal 89.30% N/A . ' f e ‘
Pl mask; 2 is a hyper-parameter | Sm | Na  Na | Na Na v o
NC 9] 0.588 98.76% 4NVs0 9/50 w50 1/50
.  This problem can be solved by the Adam optimizer (white- (L x 1 regery | 8835% | 9975w | pRCREl | 080 9929% | 340 1250  wso 280
S Samples _J box access to model gradients). NCTST 11308 9881% | 4750250050150
-~ labeled as Backdoored &851% | 100.00% | TABOR[20] 2256 9921% | 4450 /50 50 350
= “Stop” —1 (2 x 2 ngger) ::g (::u (r:)) ) 3;(‘»(7, g‘l):: :;% ;23 gig &g
F Nb l.-.“l = ;264 98:7‘1% | 49[50 II;O O/:'o(l O/‘SO
Black-box Optimization: O x Suiggen | SB5T% | 10000% | polol | 3sa oasiw | 4ms0 250 wso  wso
' | B3D-SS (Ours) | 3.856  9697% | 47/50 250 /S0 1/50
Poisoned samples DNN model .
e, = P dLet F(m,p;c) = DixiEX {f (c,f(A(xl-, m, p))) + A - \m\};  Detailed results on ImageNet
> pcc : .
Inputs without ' Limit (50)” o o : Model Accuracy | ASR | Method et S TN S A
o . — ,,  Natural Evolution Strategies (NES) (Wierstra et al., 2014) J [ Lyinorm ASR | Casel Casell Caselll CaselV
> rigger y “Road | [NC[5] N/A NA [ NA NA 250 4850
5 VI T wore min J(6m, 6p) = Ex(m,pi6,,0,) [F (1,9 ©)] o | i | | TWORCI | N NA | XA XA e
& . mvp B3D-SS (Ours) | N/A N/A N/A N/A 1/50 49/50
- . — —_—) “Qtop” . . g NC [45] 62.093 9.11% | 45/50 w50 w30 50
S g " m ~ Bern(g(6m)); p=9g®"),p’ ~ N(6p %) bokdoosd | iona [ o9ssw | IBORUNI | T3 mask | g o 7
3 rs 822 71.57% | 42 5
R —  “Stop” ) — l . . . - - :ggs} R 12::)968112) 39.12% sofssg gssg 3/,553 gsg
dg()=>(anh() +1); Bern() is the Bernoulli Backdoored MBOR(0) | 2008 owaem | w0 0 0% uSo
. . . . . . . . (Trigger &) | 57°%% | 9998% | B3p (Ours) 23497 99.09% | S50 (VS0 S0 /50
. distribution; N (-) is the Gaussian distribution -é BID-SS(Ours) | 24124 97.15% | 4450 650 050 (/50
BlaCk-bOX Settlng NC[5] BI0I  99.14% | 4850 /S0 0450 1/50
. . Backdoored 37. 20% : "
| o ] Estimate the gradient (Trigger P) | B70% | PH% 3?3?3.'“)' 663 913% | 4850 U o0 180
d The backdoor defense cannot access the poisoned training BIDSS(Qurs) | 37253 9% | 40 U0 0080 080
data or the white-box model, while only query access to the Vo, J(0m, 0p) = kz:] F(m;, g(6,);¢) - 2( —J (Qm)) Conclusion
model is attainable. B ,
o | 1 e We proposed B3D, the first method for detecting backdoor
m Th.e black—box sett.mg. 1s more realistic in the real-world \79 J (Hm, 9p) kaz: F (g (Om), 6y + 0€;; c) € attacks under the black-box setting. The detection accuracy
machine learning applications. \Of B3D is similar to white-box backdoor detection methods. )
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