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Black-box Detection of Backdoor Attacks with Limited Information and Data

q Backdoor attacks: The attacker embeds a backdoor in a
DNN model by injecting poisoned samples into its training data,
the infected model performs normally on clean inputs, but
whenever the embedded backdoor is activated by a backdoor
trigger, such as a small pattern in the input, the model will
output an adversary-desired target class, as shown below.

Experiments

q The backdoor defense cannot access the poisoned training
data or the white-box model, while only query access to the
model is attainable.
q The black-box setting is more realistic in the real-world
machine learning applications.

Black-box Setting

q Backdoor attacks:
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q Reverse-engineer the trigger (Wang et al., 2019):
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q ℓ is the cross-entropy loss; & is the >? norm of the
mask; < is a hyper-parameter

q This problem can be solved by the Adam optimizer (white-
box access to model gradients).

Black-box Optimization:

qLet ℱ &, '; 9 = ∑56∈7 ℓ 9, : $ !;,&, ' + < ⋅ & ;

q Natural Evolution Strategies (NES) (Wierstra et al., 2014)
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distribution; T ⋅ is the Gaussian distribution
q Estimate the gradient
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qDetailed results on CIFAR-10

qDetailed results on ImageNet

Conclusion
We proposed B3D, the first method for detecting backdoor
attacks under the black-box setting. The detection accuracy
of B3D is similar to white-box backdoor detection methods.
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