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Real-time data streaming 

Online leaning: ✓t+1 = ✓t � �r✓L(St; ✓t)
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data batch at step 𝒕

gradient batches at step 𝒕



Significant poisoning drop with accumulative phase
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Burn-in phase

Accumulative phase

Test accuracy before
(clean) trigger batch:

82.09%

Test accuracy after
(clean) trigger batch:

27.66%
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Test accuracy before 
poisoned batch:
83.38%

Test accuracy after 
poisoned batch:
72.07%
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Poisoning attacks against real-time data streaming 

max
P

L (Sval; ✓T+1) ,
<latexit sha1_base64="fRF/6KHO/h0gktoTPAN3umZlCM4="></latexit>

where ✓T+1 =

(
✓T � �r✓L (P(ST ); ✓T ) ,
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T ).
<latexit sha1_base64="5TSccLniF9m9ozGg2VO6M70kB8E="></latexit>

(Online leaning)

(Federated leaning)

Short-term objective: a step-wise greedy strategy



Poisoning attacks in online learning

max
P

L (Sval; ✓T )� �r✓L (Sval; ✓T )
> r✓L (P(ST ); ✓T )

)min
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r✓L (Sval; ✓T )
> r✓L (P(ST ); ✓T ) .

<latexit sha1_base64="4K81NQWVXCUjWkwfrlkjFcP6qaQ="></latexit>

First-order expansion:



Poisoning attacks:

min
P

r✓L (Sval; ✓T )
> r✓L (P(ST ); ✓T ) .

<latexit sha1_base64="oRTgGex/6s0YNJ6ZB2/iFLwoguM="></latexit>

min
P,A

r✓L (Sval;A(✓T ))
> r✓L (P(ST );A(✓T )) .

<latexit sha1_base64="HFDj/awakHEedriVaxrPVWTfYuw="></latexit>

Accumulative poisoning attacks:

Accumulative poisoning attacks in online learning



Accumulative poisoning attacks in online learning

Poisoning attacks:

min
P

r✓L (Sval; ✓T )
> r✓L (P(ST ); ✓T ) .

<latexit sha1_base64="oRTgGex/6s0YNJ6ZB2/iFLwoguM="></latexit>

min
P,A

r✓L (Sval;A(✓T ))
> r✓L (P(ST );A(✓T )) .

<latexit sha1_base64="HFDj/awakHEedriVaxrPVWTfYuw="></latexit>

Accumulative poisoning attacks:

where L (Sval;A(✓T ))  L (Sval; ✓T ) + �
<latexit sha1_base64="NHdIRa8i1LRgiEbUU7+8q1mx7H4="></latexit>



Implementation of the accumulative phase (online learning)

✓t+1 = ✓t � �r✓L(At(St); ✓t).
<latexit sha1_base64="FwR9374kbMD4V+SPc1PD1n/nv50="></latexit>

where t = 0, · · · , T � 1
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Burn-in phase:

Accumulative phase:

✓0
<latexit sha1_base64="yn2IdHUsjCHGxgxw78ROH37s33Q=">AAACBXicbVDLTgIxFO34RHyhLt00EhNXZAZNdEl04xITeUSYkE65QEOnM2nvGMmEtT/gVv/AnXHrd/gDfocFZiHgSZqcnHNv7ukJYikMuu63s7K6tr6xmdvKb+/s7u0XDg7rJko0hxqPZKSbATMghYIaCpTQjDWwMJDQCIY3E7/xCNqISN3jKAY/ZH0leoIztNJDGweArJO6406h6JbcKegy8TJSJBmqncJPuxvxJASFXDJjWp4bo58yjYJLGOfbiYGY8SHrQ8tSxUIwfjpNPKanVunSXqTtU0in6t+NlIXGjMLAToYMB2bRm4j/ea0Ee1d+KlScICg+O9RLJMWITr5Pu0IDRzmyhHEtbFbKB0wzjrakuStPs6h5W4y3WMMyqZdL3nmpfHdRrFxnFeXIMTkhZ8Qjl6RCbkmV1AgniryQV/LmPDvvzofzORtdcbKdIzIH5+sXAweZYQ==</latexit>

Long-term objective: accumulate for a trigger batch
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<latexit sha1_base64="oXSK1iUM7+xu2QytkmUt1+FC+C0="></latexit>

Objective function:

Implementation of the accumulative phase (online learning)



Implementation of the accumulative phase (online learning)



Empirical results
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