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Motivation one

• Almost all popular networks suffer from adversarial attacks
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From Dong et al. (2018)
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Motivation two

• Paradigm of feed-forward deep nets
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Motivation two

• Paradigm of feed-forward deep nets
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Our goal

• Design a new network architecture for better performance
in the adversarial setting.
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• Design a new network architecture for better performance
in the adversarial setting.

• Substitute a new linear classifier for softmax regression (SR).
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Our goal
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Our Method
(MM-LDA networks)
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• Efron et al.(1975) show that if the input distributes as a mixture of 
Gaussian,  then linear discriminant analysis (LDA) is more efficient 
than logistic regression (LR).
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Inspiration one: LDA is more efficient than LR

• Efron et al.(1975) show that if the input distributes as a mixture of 
Gaussian,  then linear discriminant analysis (LDA) is more efficient 
than logistic regression (LR).

• However, in practice data points hardly distributes as a mixture of 
Gaussian in the input space.
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LDA needs less training data than LR to obtain certain error rate
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• Deep generative models (e.g., GANs) are successful.
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• Deep generative models (e.g., GANs) are successful.

• The reverse direction should also be feasible.
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Our Method
(MM-LDA networks)

Deep generative models

Simple Distribution
(Gaussian/Mixture of Gaussian)

Complex Distribution
(Data distribution)

DNN

Inspiration two: Neural networks are powerful



Tianyu Pang, Chao Du, Jun Zhu

The Solution
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• Models the feature distribution in DNNs as a mixture of Gaussian.
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The Solution

Our method 

• Models the feature distribution in DNNs as a mixture of Gaussian.

• Applies LDA on the feature to make predictions.
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How to treat the Gaussian parameters?
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• Wan et al. (CVPR 2018) also model the feature distribution as a 
mixture of Gaussian. However, they treat the Gaussian parameters 
(𝜇" and Σ) as extra trainable variables.
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(𝜇" and Σ) as extra trainable variables.

• We treat them as hyperparameters calculated by our algorithm, 
which can provide theoretical guarantee on the robustness. 



Tianyu Pang, Chao Du, Jun Zhu

How to treat the Gaussian parameters?

• Wan et al. (CVPR 2018) also model the feature distribution as a 
mixture of Gaussian. However, they treat the Gaussian parameters 
(𝜇" and Σ) as extra trainable variables.

• We treat them as hyperparameters calculated by our algorithm, 
which can provide theoretical guarantee on the robustness. 

• The induced mixture of Gaussian model is named Max 
Mahalanobis Distribution (MMD).
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Max Mahalanobis Distribution (MMD)

• Making the minimal Mahalanobis distance between two 
Gaussian components maximal.
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Definition of Robustness
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• The robustness on a point with label 𝑖 (Moosavi-Dezfoolo et al. , 
CVPR 2016): 

min
12"

𝑑",1 ,

where 𝑑",1 is the local minimal distance of a point with label 𝑖 to an 
adversarial example with label 𝑗.
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Definition of Robustness

• The robustness on a point with label 𝑖 (Moosavi-Dezfoolo et al. , 
CVPR 2016): 

min
12"

𝑑",1 ,

where 𝑑",1 is the local minimal distance of a point with label 𝑖 to an 
adversarial example with label 𝑗.

• We further define the robustness of the classifier as:
𝐑𝐁 = min

",1∈[:]
𝔼(𝑑",1) .

2019/12/29 MMLDA



Tianyu Pang, Chao Du, Jun Zhu

Robustness w.r.t Gaussian parameters
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Theorem 1. The expectation of the distance 𝔼 𝑑",1 is a function of the Mahalanobis 
distance ∆",1 as

𝔼 𝑑",1 =
2
𝜋 exp −

∆",1%

8 +
1
2∆",1 1 − 2𝛷(−

∆",1
2 )

where 𝛷 (J) is the normal cumulative distribution function.
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Robustness w.r.t Gaussian parameters
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𝐑𝐁 ≈ 𝐑𝐁 = 𝟏
𝟐 min",1∈[:]

∆",1,

Distributing as a MMD can maximize 𝐑𝐁. 

Theorem 1. The expectation of the distance 𝔼 𝑑",1 is a function of the Mahalanobis 
distance ∆",1 as

𝔼 𝑑",1 =
2
𝜋 exp −

∆",1%

8 +
1
2∆",1 1 − 2𝛷(−

∆",1
2 )

where 𝛷 (J) is the normal cumulative distribution function.
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Experiments
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Performance on normal examples
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Better robustness on iterative-based attacks
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Better robustness on optimization-based attack
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Better robustness on optimization-based attack
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Better performance on class-biased datasets 
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Conclusion

• No extra computational cost
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Conclusion

• No extra computational cost

• With no loss of accuracy on normal examples

• Quite easy to implement

• Compatible with nearly all popular networks
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More Details

• For more technical details and experiment results:

Hall B
Poster #38

Thank you!
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