Max-Mahalanobis Linear

Discriminant Analysis Networks

Tianyu Pang, Chao Du and Jun Zhu

Department of Computer Science and Technology
Tsinghua University

AEEN b
ﬁ ?}; z ICML | 2018

L s Tsinghua University



Motivation
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From Dong et al. (2018)
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Non-linear Linear
Transformation Classifier

Active area of research Much less active

(AlexNet; VGG nets; ResNets; (Softmax regression)
GoogleNets; DenseNets;)
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Our goal

* Design a new network architecture for better performance
in the adversarial setting.
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3 Our goal

* Design a new network architecture for better performance
in the adversarial setting.

 Substitute a new linear classifier for softmax regression (SR).
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Our Method
(MM-LDA networks)
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) Inspiration one: LDA is more efficient than LR

* Efron et al.(1975) show that if the input distributes as a mixture of
Gaussian, then linear discriminant analysis (LDA) is more efficient
than logistic regression (LR).
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Inspiration one: LDA is more efficient than LR

* Efron et al.(1975) show that if the input distributes as a mixture of
Gaussian, then linear discriminant analysis (LDA) is more efficient
than logistic regression (LR).

LDA needs less training data than LR to obtain certain error rate

* However, in practice data points hardly distributes as a mixture of
Gaussian in the input space.
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Inspiration two: Neural networks are powertful
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Inspiration two: Neural networks are powertful

* Deep generative models (e.g., GANs) are successful.
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' Inspiration two: Neural networks are powerful

* Deep generative models (e.g., GANs) are successful.

* The reverse direction should also be feasible.

expl-03+2)
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The Solution

Our method

* Models the feature distribution in DNNs as a mixture of Gaussian.
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5 The Solution

Our method

e Models the feature distribution in DNNs as a mixture of Gaussian.

e Applies LDA on the feature to make predictions.
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How to treat the Gaussian parameters?

Tianyu Pang, Chao Du, Jun Zhu 2019/12/29 MMLDA



) How to treat the Gaussian parameters?

* Wan et al. (CVPR 2018) also model the feature distribution as a
mixture of Gaussian. However, they treat the Gaussian parameters
(1; and X) as extra trainable variables.

Tianyu Pang, Chao Du, Jun Zhu 2019/12/29 MMLDA



) How to treat the Gaussian parameters?

* Wan et al. (CVPR 2018) also model the feature distribution as a
mixture of Gaussian. However, they treat the Gaussian parameters
(1; and X) as extra trainable variables.

* We treat them as hyperparameters calculated by our algorithm,
which can provide theoretical guarantee on the robustness.
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) How to treat the Gaussian parameters?

* Wan et al. (CVPR 2018) also model the feature distribution as a
mixture of Gaussian. However, they treat the Gaussian parameters
(1; and X) as extra trainable variables.

* We treat them as hyperparameters calculated by our algorithm,
which can provide theoretical guarantee on the robustness.

* The induced mixture of Gaussian model is named Max
Mahalanobis Distribution (MMD).
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Max Mahalanobis Distribution (MMD)

* Making the minimal Mahalanobis distance between two
Gaussian components maximal.

U2 M3 Ha

H1

H1
L=2 L = L=4
Straight Line Equilateral Regular
Triangle Tetrahedron

Tianyu Pang, Chao Du, Jun Zhu 2019/12/29 MMLDA



Definition of Robustness

* The robustness on a point with label i (Moosavi-Dezfoolo et al.,
CVPR 2016):

min d: ;
JEI b’

where d; ; is the local minimal distance of a point with label i to an
adversarial example with label j.
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Definition of Robustness

* The robustness on a point with label i (Moosavi-Dezfoolo et al.,
CVPR 2016):

min d;
j#i

where d; ; is the local minimal distance of a point with label i to an
adversarlal example with label ;.

L,j

e We further define the robustness of the classifier as:

RB = r]nel[n E(d; ;).
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) Robustness w.r.t Gaussian parameters

Theorem 1. The expectation of the distance IE(di’ j) is a function of the Mahalanobis

distance A; ; as

E A7 A; j
E(dl’]) = [=CXIQll = === + — Al] [1 2@(— ’ )]
T 8

where @ (-) 1s the normal cumulative distribution function.
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) Robustness w.r.t Gaussian parameters

Theorem 1. The expectation of the distance IE(di, j) is a function of the Mahalanobis

distance A; ; as

E A7 A; j
E(dl’]) = [=CXIQll = === + — Al] [1 2@(— ’ )]
T 8

where @ (-) 1s the normal cumulative distribution function.
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Experiments

Tianyu Pang, Chao Du, Jun Zhu 2019/12/29 MMLDA



) Performance on normal examples

Table 2. Error rates (%) on the test sets of MNIST and CIFAR-10.

Model MNIST | CIFAR-10
Resnet-32 (SR) 0.38 7.13
Resnet-32 (MM-LDA) 0.35 8.04
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SR networks MM-LDA networks
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Better robustness on iterative-based attacks

Table 1. Classification accuracy (%) on adversarial examples of MNIST and CIFAR-10. The investigated values of perturbation are 0.04,
0.12, and 0.20. Boldface indicates the best result under certain combination of a value of perturbation and an attacking method.

. MNIST CIFAR-10
Perturbation Model FGSM | BIM | ILCM | JSMA | FGSM | BIM | ILCM | JSMA
Resnet-32 (SR) 036 | 879 | 948 | 920 | 200 | 55 | 02 | 656
0.04 Resnet-32 (SR) + SAT | 867 | 685 | 98.4 i 244 | 70 | 04 i
: Resnet-32 (SR) + HAT | 887 | 963 | 99.8 i 303 | 53 | 13 i
Resnet-32 (MM-LDA) | 992 | 992 | 990 | 99.1 | 913 | 912 | 700 | 91.2
Resnet-32 (SR) 281 | 34 | 200 | 560 | 102 | 41 | 03 | 205
01 Resnet-32 (SR) + SAT | 405 | 87 | 888 i 882 | 69 | 0.1 i
: Resnet-32 (SR) + HAT | 403 | 40.1 | 92.6 i 441 | 87 | 00 i
Resnet-32 (MM-LDA) | 993 | 98.6 | 99.6 | 99.7 | 907 | 90.1 | 425 | 911
Resnet-32 (SR) 155 [ 03 | 17 | 256 | 107 | 42 | 06 | 1L5
020 Resnet-32 (SR) + SAT | 173 | 1.1 | 694 i 91.7 | 94 | 00 i
: Resnet-32 (SR) + HAT | 10.1 | 10.5 | 46.1 i 407 | 60 | 02 i
Resnet-32 (MM-LDA) | 975 | 97.3 | 96.6 | 99.6 | 895 | 89.7 | 312 | 918
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) Better robustness on optimization-based attack

Table 3. Average distortions of the adversarial examples crafted by
the C&W attack on MNIST and CIFAR-10.

Model MNIST | CIFAR-10
Resnet-32 (SR) 8.56 0.67
Resnet-32 (MM-LDA) 16.32 2.80
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Figure 4. Classification accuracy on the test sets of class-biased
datasets. Each index of dataset corresponds to a counterpart of the
bias probability. The original class-unbiased dataset is CIFAR-10.
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Conclusion

* No extra computational cost
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5 Conclusion

* No extra computational cost

* With no loss of accuracy on normal examples

* Quite easy to implement

 Compatible with nearly all popular networks

Tianyu Pang, Chao Du, Jun Zhu 2019/12/29 MMLDA



)’ More Details

* For more technical details and experiment results:
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Thank you!
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