Motivations

One practical defense strategy is to construct ensembles of

the enhanced networks to obtain stronger defenses.
» Most of the existing defenses ignore the
interactions among multiple models.
« It is easier for adversarial examples to transfer
among individually trained models.
The adversarial examples crafted for one member in an en-

semble are probable to fool other members. So the robust-

ness improved by the naive ensemble strategy will be limited.

Ensemble Diversity

Previous work defines the ensemble diversity (ED) w.r.t.
the prediction errors, i.e., maximal predictions based on the
weak classifier assumption. Since DNNs are strong clas-

sifiers, we define the ED on as
ED = det(M{,M\y) = Vol ({F{ kew): (1)

Here M\y — (ﬂy, xE ,F@) e RE1>K each column vec-
tor ]Elfy e R is obtained by normalizing F]fy under Ly-norm,

where F]\ﬂj is the order preserving prediction of the k-th clas-
he Vol(-) denotes the

volume spanned by the vectors of the input set.

sifier on x without the y-th element.
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Figure 1: lllustration of our ensemble diversity
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Adaptive Diversity Promoting

To promote ensemble diversity, we propose the adaptive
diversity promoting (ADP) regularizer as

ADPyg(x,y) = o H(F) + B - log (ED) (2)
for a single input pair (x,y), where H(-) is Shannon entropy,

JF is the ensemble prediction, o, 3 > O are two hyperparam-

eters. The training loss for the ensemble model is
meiﬂ LECE — ADP(X,ﬁ , (3)

where Lgcg is the sum of all individual cross-entropy losses.

Theoretical Analyses

Theorem 1. If x =0, then V3 > 0, the optimal solution of
problem (3) satisfies the equations Fk — 1, where k € [K].
Remark 1. The ensemble entropy (EE) part is necessary,
since we define the ED on the normalized predictions la\‘y
Theorem 2. When « > 0 and 3 = 0, the optimal solution
of problem (3) satisfies F]y‘ =Fy Fj= %ﬂ and
Fy(L—=T)
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where k € [K] and j € [L]\{y}.
Remark 2. Vj € [L]\{y}, the EE part leaves degrees of

freedom on the optimal solutions of non-maximal predictions

log

F}-(, such that the LED part can further regularize on them
Corollary 1. If thereis K| (L — 1), then V&, 3 > 0, the

optimal solution of problem (3) satisfies the Eq. (4). Be-
sides, let S = {s1,,---, sk} be any partition of the index
set [L]\{y}, where Yk € [K], |sy| = L? Then the optimal
solution further satisfies:
M) e s
F={F. =y (5)
\O, otherwise.

Remark 3. The partition S is adaptive, i.e., for two inputs
x1 and x; of the same label y, the partition S; and S; could
be different. This avoids imposing an artificial bias on the

relationship among different classes (illustrated in Fig.1).

Experiments

Table 1: Classification error rates (%) on each dataset. The

ensemble model consists of three Resnet-20 networks.
Dataset Classitier | Baseline ADP; o |ADP; 5
Net 1 0.44 0.43 0.36
Net 2 . 4 47
MNIST e 0.39 0.45 0
Net 3 0.43 0.37 0.47
Ensemble| 0.32 0.32 0.28
Net 1 3.30 9.01 9.34
Net 2 52 1 34
CIFAR-10  © 852 1 9.5 193
Net 3 3.07 90.14 9.92
Ensemble| 6.78 6.74 6.50
Net 1 35.25 - 39.04
Net 2 35.91 - 40.86
CIFAR-1
00 Net 3 36.03 - 39.00
Ensemble| 30.35 - 29.80

Table 2: Classification accuracy (%): AdvTggsm denotes ad-

versarial training (AdvT) on FGSM, AdvT pgp denotes AdvT
on PGD. € = 0.04 for FGSM; € = 0.02 for BIM/PGD /MIM.

CIFAR-10
Defense Methods |FGSM| BIM |PGD  MIM
AdVTFGSM 303 119.9 242 245
AdVTFGSM —|—ADP2,O.5 56.1 25.7 26.730.6
AdVTPGD 43.2 | 27.8132.8|32.7
AdvTpep + ADP2os  52.8 34.0 36.2 38.8
PGD (untargeted) PGD (targeted)
NeyGese) .04 0.12 0.14 N, (Bie)
Baseline »ee=| 013 0.04 0.12 et (Bese)
Ney®ee)| 013 0.11 0.04 et Bie)
N 0.05 0.38 0.41
ADP  sapeon| 043 0.04 0.48

Net, (ADP) Net,(ADP) Net, (ADP) Net, (ADF) Net,(ADP) Net, (ADP)

Figure 2: Adversarial transferability among individual mod-
els on CIFAR-10. For untargeted attacks, the values are the
classification accuracy; For targeted attacks, those are the

success rate of fooling classifiers to predict target classes.
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able 3: Classification accuracy (%) on adversarial examples.
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CIFAR-10
Attacks ~ Para. | Baseline ADP; o ADP, 5
e =0.02 365 57.4 61.7
FGSM
65 e =004 194 41.9 46.2
BIM e =0.01 ] 185 44 .0 46.6
e =0.02 6.1 28.2 31.0
e =0.01 234 43.2 48.4
PGD
e =0.02 6.6 26.8 30.4
MIM e =0.01 ] 23.8 49.6 52.1
e=0.02 74 32.3 35.9
= 0. 29. . 43.
ISMA v = 0.05 9.5 33.0 3.5
v = 0.1 27.5 32.0 37.0
c =0.001] 71.3 76.3 80.6
C&W | ¢ =0.01 | 45.2 50.3 54.9
c = 0.1 18.8 19.2 25.6
c=1.0 17.5 64.5 67.3
EAD
c =5.0 2.4 23.4 29.6
Table 4: Five-member ensembles, where 51 9.
CIFAR-10
Attacks| Para. |Baseline ADP; ;s
Normal - 93.6 93.8
FGSM (€ =0.02 42.0 58.4
BIM |e =0.01 31.6 41.8
PGD €=0.01 374 44.2
MIM e =0.01 37.1 47.5
C&W ¢ =0.01] 523 56.5
EAD  c¢c=1.0 204 65.3
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Figure 3: t-SNE visualization of features on CIFAR-10.



